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 Introduction 

This document describes the security measures available in Ahsay Backup 
Software from a user’s perspective. It serves as a reference for partners when 
addressing customers’ queries on security.  
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 Data security of your backup data  

2.1 Secure 256-bit SSL communication 

 

 
 

 
All communications between AhsayCBS backup server / cloud storage and 

your computer are transported in a 256-bit SSL (Secure Socket Layer) 
channel. Although all your backup files travel through a public network 
(Internet), eavesdroppers have no knowledge of what has been exchanged.  

 

2.2 Backup data are securely encrypted 

 
 

 
 

By default, the Encryption feature is enabled on your AhsayOBM / AhsayACB 
client backup software. Data encryption is done on your machine before your 
backup data are uploaded to AhsayCBS backup server or cloud storage.  

 
When "Default" encryption type is selected, a randomly generated 44 alpha 

numeric characters will be used as the encryption key, and data will be 
encrypted with 256-bit AES algorithm and CBC method. This encryption 
method cannot be hacked even by supercomputer and thus is totally secure. 

To all people but you, your files stored on AhsayCBS backup server are no 
more than some garbage files with random content. 

User’s Server 
AhsayCBS Backup Server / 

Cloud storage 

Authentication parameters & encrypted files 
are further encrypted with a SSL channel. 

User’s Server 
AhsayCBS Backup Server / 

Cloud storage 



 Ahsay Backup Software |   Whitepaper on Data Security 

www.ahsay.com                                                                                               3   

 

 
 

 

2.3 Your encryption key is well protected 

You can decide whether to upload your encryption key to AhsayCBS backup 

server, through the Encryption Recovery feature in your AhsayOBM / 
AhsayACB software. 

 

 
 
The benefit of having the Encryption Recovery feature disabled is that the 

encrypting key used to encrypt your files will be resided only on your 
computer and is known only to you. Thus, even the AhsayCBS system 
administrator will not be able to decrypt and view the content of your files 

stored on the backup server or cloud storage without your permission. 
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However, this unfortunately means if the encrypting key is lost, you will 
never be able to recover your backup files.  

 
On the other hand, even if the Encryption Recovery is enabled, no security 

will be compromised, as your encryption key will be uploaded to AhsayCBS, 
in unreadable encrypted format instead of readable plain text format. That 
means your encryption key will first be encrypted on your computer before it 

is uploaded to AhsayCBS. In case you lost your encryption key, you can send 
a request to AhsayCBS system administrator, and the administration will then 

send your encrypted encryption key to our software vendor (Ahsay). Ahsay 
will decrypt your encrypted encryption key file, and directly send the 
decrypted key to your registered email address. Since your encryption key 

uploaded to AhsayCBS is in encrypted format, administrator won’t be able to 
decrypt and know your encryption key. Besides, the decrypted key will be 

directly sent to your email address registered in your AhsayOBM / AhsayACB 
client backup software, the administrator won’t be able to get the decrypted 
encryption key. For the software vendor, they only have the encryption key 

but do not have the access to your backup data. Therefore, the whole 
mechanism is totally secure. 

2.4 NSA approved encryption algorithm is used 

Currently, the algorithm used by the Default encryption type for encrypting 
your files is Advanced Encryption Standard (AES), with 256-bit block ciphers. 

It is adapted from a larger collection originally published as Rijndael. AES is 
the first publicly accessible and open cipher approved by the National 

Security Agency (NSA) of USA for protecting top secret information. It is 
commonly recognized as one of the most secure encryption algorithms in 
today’s standard. You may refer to this Wiki article for the details of AES 

algorithm: https://en.wikipedia.org/wiki/Advanced_Encryption_Standard  
 

2.5 Require 3 x 10
51

 years to crack the 256-bit encryption 

When you use Default encryption type in your AhsayOBM / AhsayACB 
software to encrypt your backup data, your encryption key will have 256-bit 

key size which has 2256 or around 1.16 x 1077 possible combination. According 
to this Wiki article (https://en.wikipedia.org/wiki/Brute-force_attack), even if 

50 supercomputers are used to crack your key by brute-force attack, they 
still need 3 x 1051 years to crack it. It’s thus super safe. Below is a sample 
encryption key for your reference: 

 

 

https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://en.wikipedia.org/wiki/Brute-force_attack
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2.6 Restrict access to data by IP addresses 

In case you want to further tighten the security, you can also send your list 

of "IP Allowed for Restore" to us, so that we can help you restrict the access 
to your backup files from the set of IP addresses you defined.  

 
If someone tries to access and restore your data from an IP address that is 
not on your defined list, their access will be denied. This additional security 

ensures your backup data will not be accessible to all location, even the 
Username and Password of AhsayOBM / AhsayACB software are known. 
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 Further Information 

If you have any question or suggestion about this document, please contact 
our Customer Service Team at: http://www.ahsay.com/support  
 

 
 

http://www.ahsay.com/support

